OO61ecTBO ¢ OTPAHNYEHHOH OTBETCTBEHHOCTHIO
MukpokpeauTHas komuanus «Hopa kanuram

Pexomennamnu 000 MKK «Hopx kanuTan 0o 3aimuTe
nHpOpPMALMH B Ie/sIX MPOTHBOACHCTBHS HE3AKOHHBIM (JMHAHCOBBLIM ONEpPaALHIM.

1. 000 MKK «Hopna kammtam» B pamkax cobmonenus tpedopanuii [lonoxenus banka Poccuu
or 17.04.2019 Ne 684-11 «llonoxxenus o0 ycTaHOBIEHMM OO0A3aTENBHBIX IS HE KPEAMTHBIX
(hrHAHCOBBIX OpraHu3aIii TpeboBaHui K 00eCTIeueHHI0 3aUThl HH(POPMALUH [IPH OCYIIECCTBIICHUH
neaTenbHOoCTH B cepe (HHAHCOBBIX PHIHKOB B LENAX IPOTUBOACHCTBUSA OCYLIECTBICHUIO
HE3aKOHHBIX  (JMHAHCOBBIX  ONEpanuil»  yBEJOMISIET  CBOMX  KJIMEHTOB  HCIIOJIB3YIOIIHMX
ABTOMATH3UPOBAHHBIC CHCTEMbI JUIS TMOJYYEHHUS, MOJTOTOBKH, 00pabOTKHM, mepenaynm U XpaHCHUS
UH(OPMAIHH B 3NEKTPOHHOH (POpPME O BO3ZMOIKHBLIX PHCKAaX TMOIYYEHHS HECAHKIMOHUPOBAHHOTO
moctyma K uHPOPMALWH, C TIENhI0 OCYIIECTBIEHUs (PUHAHCOBBIX OMEpalMi JHIaMH, HE
001aTafOIIMME [IPABOM MX OCYILECTBIICHHMSA, B TOM YUCIIE TIPU yTpaTe (MOTEPE, XULICHUM) KIIMEHTOM
YCTPOICTBA, C HCMOJB30BAHUEM KOTOPOIO UM COBEPINAJIHCH JCHCTBHA B HEMAX OCYLICCTBICHUS
duHAHCOBOHM oOmeparuy ¥ HeOOXOAMMOCTU 3allUThl MHOOPMAIMH OT BO3MCHCTBUS NPOrPAMMHBIX
KOIOB, NMPHBOAAIIAX K HApYLIEHHI0 IOTATHOIO (YHKUMOHMPOBAHMSA CPENCTBA BBIYMCIUTEILHOM
TEXHHUKH, CBOCBPEMEHHOMY 00HAPYXKEHHIO BO3IEHCTBHA BPEIOHOCHOT0 KOJIA.

2. B uesisix npenoTBPALICHUS HECAHKITHOHMPOBAHHOTO NOCTYIA K MH(OPMALUK U HAPYINCHHUA
mTaTHOro (QYHKIMOHMPOBaHUs cpeznctBa BerauciurensHol TexHukn OO0 MKK «Hopa xanuraim
PEKOMEHYET CJICAYIOIIHE MePhI 3aIHThI:

2.1. B uesix 3aimuThl MOOMITBHBIX YCTPOHCTB:

s CBoeBpeMeHHO ycTaHaB/HBaiTe 00HOBICHHA 6€30MaCHOCTH ONEPALHOHHON CHCTEMbL,
m [Ipy HAMKMYKK TEXHUHYECKOH BO3ZMOXKHOCTH BKIIIOYMTE IMH(PPOBAHUE TaHHBIX HA CBOEM

MOOHMIILHOM YCTPOICTBE;
® He oTiunouaiite v He B3JIaMbIBaiiTe BCTPOSHHEBIE MEXaHU3MbBI D€30MIaCHOCTH BALIEro
MOOHIIEHOTO YCTPOHKCTBA,
Coxpangiite B TaitHe Bamm ums moap30BaTens (JIOTHH), apoJib U1 1OCTYIIA B
uHpopmarponnsie cucteMbl 1 CMC-koas1. He coobmaiite 3T 1aHHBIE HUKOMY;,
Y4eTHBIC 3aMUCH ONEPALlMOHHON CUCTEMBI 10JDKHBI OBITh 3alMIIECHBI [TAPOJIAMH,
He xparnTe TOTHH U Mapojib B MOOUIBHOM TenedoHe, cMapTdoHe;
Perynspuo ripoussoaurte cMEHy I1apoJici;
He ucnosnb3yliTe 0quHaKOBbIE JIOTHH W APOIH IS JOCTYIA K PA3IHIHBIM CHCTEMAM,
Jlisa maposis 1oibkHa ObITh HE MEHEE 8 CUMBOJIOB,



B maposie 0653aTeNbHO JODKHEI IPHUCYTCTBOBATE 3arIaBHbIE U IPOMMCHEIE CHMBOILL, UPEL,
a TaKoKe CIIeLHaThHBIE CHMBOIBL, HATIpuMep, #, %, 7L, * u T.1.;

He ucnomnp3yiite (yHKIMIO 3aTIOMUHAHMUS JIOTHHA H IIAPOJIS,

B xadecTBe mapojis HE CJEAyeT HCIONb30BaTh UM, (aMHIIMIO, JIE€Hb POXICHHUS U IPYTHE
naMsaTHBIC JaTel, HOMED Tesie)oHa, aBTOMOOWIIS, a/ipeC MECTOXUTETLCTBA W IPYTUE JIaHHBIC,
KOTOpbIE MOTYT ObITh NMOJOOPAHBI 3OYMBIIUIEHHHKOM MyTeM aHanu3a uHpOpMalwmu O
0JIb30BATENE,

He mpou3HOCHTE BCIyX, HE 3alUChIBAiiTE U HE XPAHWUTE B JIHOOOM [OCTYITHOM MOCTOPOHHUM
JIHIIAM MECTE MapoJIy.

2.2, B nensx 3ailyThl EPCOHAILHBIX KOMITBHTEPOR!

HCIIOJIb3YITE TOBKO JIMIEH3MOHHOE CHCTEMHOE U TIPUKIIATHOE TIPOrPaMMHOE 00ECTICICHHE,
YCTAHOBUTE HAa KOMITBXOTED TOJILKO OJHY OIEPAIMOHHYH) CHCTEMY,

HC YCTaHABIMBAaWTE W HE HKCIOJIB3YHTC Ha KOMMBIOTEPE MPOrpaMMbl Uil YHAJICHHOTO
yrpasjieHust, Harpumep TeamViewer:

YCTAHOBUTE W PETYISIPHO OOHOBISITE aHTUBUPYCHBIE Iporpammsl (Hampumep, Kaspersky,
Dr.Web, Symantec, Avira, ESET, NOD 32, McAfee).

CBOEBPEMEHHO TIPOBOJMTE OOHOBJIEHHWE CHCTEMHOTO M TIPHKJIAHOrO IPOrpaMMHOTO
obecrieyeHus.

JUIst TOCTyTa K HH(MOPMALIMOHHBIM CUCTEMaM HE MCIIOJIb3yHTE 0OLIEN0CTYIIHBIE KOMITBIOTEPEI
(HarpuMep, YCTAHOBIEHHBIE B UHTEpHET-Kade, FOCTUHUIE), MyOnudIHbIe OECIPOBOIHEIE CETH
(6ecrumataniit Wi-F1 u nipoyee)

npu riepenade WHGOPMAIMU C UCMOIb30BAHUEM YY>KHX KOMITBIOTEPOB, MOC/E 3aBEPIICHUA
BCEX ormepaimii ybemuTech, 9YTO IIEPCOHAIGHBIC NaHHBIC W Apyras WH(OpMaLus HE
COXPaHUIIUCH;

HE Iepe/iaBaiiTe MEepCOHAbHbIE NAHHBIE ¥ HHYI0 KOHOHMACHIHATGHYIO MH()OPMALHUIO IPH
[OJYYEHHHA TTHCEM 110 JJIEKTPOHHON I04T€ OT SKOOBI NpEAcTaBUTENCH OAaHKOB W HHBIX
(DMHAHCOBBIX OpraHuU3alyii, €CITM TOMYIEHUE TAKMX MUCEM HHULIMMPOBAHO He Bamu,

HE IIEPEXOMUTE TIO CCHIIKAM B TAaKMX NHMCbMAax, HE OTKPLIBAHTE BIIOJKECHHBLIE MPUIIOKEHHS
(TaKkue pecypebl MOTYT COAEPIKATH BPENOHOCHOE TIPOrPaMMHOE 00ECTICHEHNE);

B cilydae OOHapy>XEHHs IOJO3PUTENIbHBIX JIEHCTBUH, COBEPINIEHHBIX B KOMIIBIOTEPE,
HE3aMEITMTEIbHO CMEHUTE JIOTHH U 11apOJIb;

[Ipyd OOHAPYIKEHHHM COBCPLICHHS HE3aKOHHBIX (PUHAHCOBBIX OMEpALHil - HE3aMEIIUTCIBHO
nomaite 3afgBICHHE O HaHHOM (akre B I1PABOOXPAHUTE/LHBIE OpPraHbl W COXPAHWUTE
A0KA3aTebCTBA AAHHOTO (hakTa B YCTPOUCTBE.

pH paboTe ¢ UHBIMU HOCUTEISIMU UH(OPMALMH IIEPEe]] HadajloM paboThl OCYINECTBIHTE UX
TIPOBEPKY Ha IIPEIMET OTCYTCTBHUS KOMITLIOTEPHBIX BUPYCOB.

2.3. B nenax 3amuThl nHGOpMaL#K 0T BO3ACHCTBHS IPOTPaMMHBIX KOJOB, IPUBOIAIINX K

HAPYIICHHIO ITATHOTO (DYHKIIMOHUPOBAHUS CPEACTBA BHIYUCIATEILHON TEXHUKN!

OOHOBISIHTE aHTUBUPYCHBIE MIPOrPAaMMbI Ha [I0CTOSIHHON OCHOBE;

OCYULIECTBIISIATE PErYJIIPHBIA KOHTPOJIL pab0TOCIOCOOHOCTH aHTUBUPYCHBIX [IPOrPaMM;
CO3mMaiTe YCIOBHSI, MPH KOTOPBIX HEBO3MOXKHO HECAHKIIMOHUPOBAHHOE OTKIIHOYEHHUS CPEIICTB
AHTUBUPYCHOM 3AL0UTHI,

AHTUBUPYCHAs 3aUlMTa JO0JoKHA obecrieuuBaTh COXpaHEHHME OE30MacHOI0 COCTOSHUS
HHAGOPMAITHH ITPH JTFOOBIX cOOMX;

BBIHECHUTE SIPJIBIK JIJISI 3aIyCKa aHTHBHPYCHOH IporpaMMbl Ha pabouuii CTOJI NEPCOHATBHOIO
KOMITBEOTEPA U UCTIO/Ib3YHTE ET0 PErYIAPHO.

B cnyuae pasrmamenus Bamu mepcoHasbHBIX JaHHBIX (YTeps macropra, O€CKOHTPOJLHBIC

KOMuU ¥ npodvee) Baiiu nannbie MOTYT ObITh UCTIOIB30BAHB] 370YMBIIIICHHHKAMA JIISI COBEPIICHUS
(huHAHCOBBIX oOmiepaiuii. PekOMEHOyeM HAOEeKHO XPaHWTh JHYHBIC AOKYMEHTHI M OTBETCTBEHHO
OTHOCHTBCSI K pacCIPOCTPaHCHUIO IMYHOM uH(pOpMalmmy. BHUMaTelbHO YHTAHTE IMOKYMEHTEI,
COOOIIEHHS W JPYr'yl0 MOCTYNAOIy WHGOpPMAIWMIO - Tak Bbl CBOEBPEMEHHO CMOKETE MPHHATH
MEPBI [0 MPESTOTBPALIEHHIO HECAHKIMOHUPOBAHHOIO IOCTYNA K 3alIMIIaeMOd HH(YOPMALIAH.



HamexxHo XpamuTe ycTpoiictBa (komibioTep, Tenedon, cmapTdod u Jp.), BbOIOTHAUTE
PEKOMCHIALMH [IPOM3BOAMTENS JAHHOTO OOOPYIOBaHMS - YCTAHOBHUTC HAASKHBIA Mapoib UL
OIOKUPOBKM, MCTIONb3ylTe MOCTYNHbIC CPeNCcTBA MWIACHTH(HMKALMM W ayTeHTH(UKAMM, He
MPeA0CTABIISITE AOCTYII HOCTOPOHHHM U HCIIONB3YHTE aHTHBUPYCHOE MPOTPAMMHOE 00eCIICTeHHE.

B ciydae yTepu YCTpOHCTBA HE3aMELIMTENLHO HPUMMTE MEPHI JUIs €ro OIOKMPOBAHI,
npegynpenute 00 yrparte Bce YUHAHCOBBIE YUPENKICHHS, C KOTOPHIMU COTPYAHMYACTE. '
He pasryamaiite faHHbIe (KOTbI, TUH-KOAbI ¥ T.J.) HOCTOPOHHUM.

IMomuure, OO0 MKK «Hopn xarmurtany yjaeiseT 6onbmoe 3HaueHue 6e3onmacHOCTH Baimwx
JIAaHHBIX, TIPUHMMAET BCC HEOOXOmMMbIE MEpBI i 3auuTel Bamed wadopmaunu. OxHaxo, s
YCHENHOr0 COTPYAHUYECTBA M 00CCTIEUCHUS COCTOSHUSA 3AIMIIEHHOCTH HEO00XOaMMBbI Barmm uHbIe

OCTOPOKHOCTh, OCBEAOMIICHHOCTh U CO3HATE/IbHOCTh B OTHOLICHHH CBOMX JKC JaHHBIX,




